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ACCESS CONTROL SYSTEM

@ Product @ Terminal Cables ® Tools @ Accessories @ Option
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Put on/Take off together
® Peel off screw hole rubbers and frame rubber from rubber pa onnect the terminal cables to the body and attac e body to the
Peel off hol bbi d fi bber fi bbi d *C t the t inal cables to the bod d attach the body to th
® Put screw rubbers on the back side of the mounting plate and pull = mounting plate.
the cables from the square hole of the mounting plate. © Assemble the covers with the Allen key and screws (accessories supplied).
® Put a frame rubber on the frame groove of body Turn on the power and LED will light and beep will sound.
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Connector Table

~ N
CN1
[ IN\NEEY5 6.7 8
E HE4We 7E 9]
CN2 CN6
CN11
6
CN9 E
s 5 « DEI's
2
B2 1| 1
CN5
= )
Cable:
Wire Application Wire| Color |Description
1 | Blue White [(N.O.)DC24V1Amp
Lock Relay 2 | Purple White |(N.C.)DC24V1Amp
Common-COM-Point| 3 White | (COM)DC24V1Amp
Door Sensor 4 Orange |Negative Trigger Input
Exit Switch 5 Purple  |Negative Trigger Input
Transistor Output Max. 12V/100mA
Alarm Relay 6 Gray (Open Collector Active Low)
PDc|>1wer 7 | ThickRed |DC 12V
8 | Thick Black |DC 0V
Cable:
Wire Application |Wire| Color  |Description
1 White  |Reserved
Beeper 2 Pink Beeper Output 5V/100mA, Low
LED 3 Yelow |Red LED Output 5V/20mA, Max
4 Brown |Green LED Output 5V/20mA, Max
.| Transistor Output Max. 12V/100mA
Doo ot S [ BlueWhits (Open Collector Active Low)
6 | Thin Green |Wiegand DAT: O Input
Wiegand 7 | ThinBlue |Wiegand DAT: 1 Input
WG Door Sensor | 8 Orange |Negative Trigger Input
WG Exit Switch | 9 Purple  |Negative Trigger Input

Cable:
Wire Application \Wire| Color |Description

1 —

2 —

3 Yellow |Net- TX+

4 Green |Net- TX-
TCP/IP Output 5 Red Net - RX+

6 Black  |Net - RX-

7 -
Cable:
Wire Application Wire| Color |Description
RS-485 for Lift 1 | Thick Green |RS-485(B-)
Controller Thick Blue |RS-485(A+)
Cable:
Wire Application Wire| Color |Description

. 1 Red N.C.

gc\;tilt-:'smper 2 | Orange |COM

3 Yellow |N.O.
Cable:
Wire Application Wire| Color |Description
Power 1 Red DC 12V Output
Security trigger signal| 2 Purple | Security trigger signal Output
Arming 3 | Red White |Arming Output
Duress 4 |Yellow White| Duress Output
Cable:
Wire Application \Wire| Color |Description

1 Blue |CLK

2 Red DC 5V

3 Orange |RX
TTL Output 4 | Whte |TE

5 Yelow | TX

6 Black |DC 0V

Wiring Diagram
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AR-331-E/EF

V230630
Connect to Electric Strike Wiring of Door Position Detection and Alarm Triggering
12V 12V POWER [+] 12V 12v ¢
o | v S S tavoc Loy ol
Electric Strike BP-W12.2000 BP-W12-2000 Alarm bell
AR-YS-131NO
WG Port
Main Port
N.C.
—N.O.

coMm

CTL
| L

Relay Output Module

Controller AR-821RB
Controller 1 \ )
12v POWER [+}H2X I—Elim
GND 12vDC [-}°NE Do __@@;WM. 0
Push Button R N oor Sensor
AR-PB5 BP-W12-2000 AR-MS-101-A

Scheduled Alarm and the Alarm Functions utilize the shared alarm relay,
therefore, these two alarm functlons cannot be used simultaneously.

Strengthen security with Digital Relay Board Connect to Reader
BP-W12-2000
12V —
BP-W12-2000 s Ty e [+] POWER ey
= TR — E éﬁ\é 2T+ POWER | Electric Bolt Emgxn -] 12vDC Electric Bol
- = |  AR-1207A —
Electric Bolt =] 12vDC I 1 |
AR-1207A )| (N.C. BZ Main Port
| N.O. 3 |RLED CN1
) GLED
I N\S\{Door Output >——(O[SOVALIQ)
| G o C[Se7ALo)
cnelEl Y Relay Output Modul WG 1 Door Sensor
ey utpu u
\\\ Relay Output Module I yAR-8p21RBo € 8 |wa-Ds AR-MS-101-A
]
g . AR-721RB o Y
12v ]
N WG Port  GND |
12V
Controller N.O.
GND
Mp—— Controller Push Button
Reader M——ro AR-PB5
N
POWER A I N —POWER
12VDC Push Button E 12VDC
prritzne AR-PBS BP-W12-2000

Enable "Share Door Relay" to open the same electronic lock regardless of whether it is triggered by the main controller or the Wiegand reader. This is achieved by using the NO contact of the blue-white wire in

CN4, suitable for systems where the controller and the reader control the same lock.
Disable "Share Door Relay" for card swiping on the main controller, triggering the NO contact of the blue-white wire in CN4. For card swiping on the Wiegand reader, triggering the NO contact of the blue-white
wire Door Output in CN5 WG Port. This allows the main controller and the reader to independently control two electronic locks.

WG Mode / Controller Mode Setting Method ,AR-331-E/EF become WG mode (28 *) 000 #))
1. AR-331-E/EF can be set up as WG26/WG34/WG64 while the

WG Mode Controller Mode Controller is in WG Mode. These Controller can also be paired
701ServerSQL Parameter Setting 701ServerSQL Parameter Setting . : . .
Close Stop Alarm oo [] Alarming on Expiried Access C\osestopAlarm [ Alarming on Expiried Access with the Controller that has WG input function.
( 331-E/EF ) 331-E/EF 2. AR-331-E/EFsupport Anti-pass-back by finger or card.

WG Port (YH CN8

Buzzer Ot 3. Networking Setting: Select E Series Controller Parameter Edit

o
Eig O‘:Itt‘;:tt in 701Server.tick up the function“Evs WG out/Hv3 Lift out”

Door Output
5 WG 0 4. Please restart the controller after pressing“Write to Controller”.
G WG 1

(|DSS
-3 PB

DSS(GLED Input)
WG PB(RLED Input)

*Using Rule :
Finger : Both AR-331-EF Master mode and AR-331-EF WG mode must

6 H,Z//’, store all the same FP data and real or visual card number.
[2] Fel Y O 3 CN4 Card : Can pass WG message to controller.
W EE = Main Port | gl< )
{Buzzer Input) XPlease refer to the FAQ for software configuration

. GND 12vDC instructions:
(The main controller and reader must be grounded together.) BP-W12-2000 How to set the E Series card reader to Wiegand output mode?

I 12V [+] POWER



https://www.soyal.com/faq.php?act=view&id=903

Adding and Deleting Taq

| Add New Tags |

» Add by Presenting Tags (apply to Single Tag or a Batch of Tags)

XImportant Notice: Please remember the last user address being added to make sure the old user data is not being over written
with the new card in the future.

Add Non-consecutive Tags:
[Add single tag] Add a new tag for selected user address 100:
Enter program mode — 19 %]00100 *)00001 #| — Present the tag — Successfully added tag of user 100

[Add 2 additional tags] Add new tags to the following user address 101-102:
Enter program mode — 19 %]00101 *|00001#) — Present (User 101) card — Present (User 102) card
— Successfully added tags of user 101-102

[Add 10 additional tags] Add new tags to the following user address 103-112
Enter program mode — 19 %]00103 *)00001 #| — Present (User 103) card — Present (User 104) card — Present (...) card
—Present (User 111) card —Present (User 112) card —Successfully added tags of user 103-112

Add Consecutive Tags:
[Add 50 consecutive tags] Add 50 new tags with consecutive card number following user address 00050-00150:
Enter program mode — 19 §J00050§J001001 #) —Successfully added tags of user 50-150

| Delete Tags |

e Delete Single Tag or a Batch of Tags (by User Address)
Input *)123456 #) (or Master Code) — 10 *|SSSSS 9)EEEEE #]

[e.g.] Delete User Address: 00058
Enter program mode — 10 %)00058 9)00058 #/

[e.g.] Delete User Address: 00058~00063

Enter program mode — 10 %)00058 9)00063#/
(S 0000848735
Yy . 498 0001262383 CARD CODE 0000848735 001262363 CARD CODE
Input *)123456 #) (or Master Code) — 29 * |29 *| #)

SITE CODE SITE CODE

Programming
iting Programming Mode
o Entering

Input %]123456 #) or * |PPPPPP #)
[e.g.] The Default Value= 1234586, if already changed the Master Code= 876112, input */876112 #) — Access programming mode

o Exiting
Input *) #)

e Changing the Master Code
Access programming mode — 09 * PPPPPPRRRRRR #] [Input the 6-digit new master code twice.]
[e.g.] If want to changing the Master Code= 876112, input *|123456 #) — 09 *)876112876112 #)

B. Changing the Node ID of Reader

Access programming mode — 00 *NNN * MMM * JAAA #)
[NNN= Node ID: 000~254; MMM=AR-331-E/EF Door NO.:1~255; AAA=WG Reader Door NO.:1~255

C.Setting up the control mode (M4/M8)
Access programming mode — 04 %N #] [N=4/8]

User Access Mode Event 120 Duress Time Lift Anti-pass-

Mode | Support Capacity Capacity | Holidays Zone Control back

1.Card only

M4 2.Card and PIN (4-8 digit PIN Can be set)

. 3.Card or User address (5-digit) + Individual PIN
Networking/ 16,000 | (4-8 digit individual PIN Can be set )

Stand-Alone | (0~15,999) |{ carqg only

M8 2.Card and PIN (4-8 digit individual PIN Can be set)
3.Card or PIN (4-8 digit individual PIN Can be set)

32,000 \% \% unlimited 64 \
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D. Setting up the password

o Individual PWD (M4/M8)
Card or PIN: Access programming mode — 12 * JUUUUU * |PPPP #] [e.g. User address: 00001 and PWD: 1234. Input 12 *|00001 * 1234 #]]
Card and PIN: Access programming mode — 13 *JUUUUU * |PPPP #| [e.g. User address: 00001 and PWD: 1234. Input 13 *)00001 *| 1234 #)]

E. PIN & UID Length setting

® Access programming mode — 42 *|m *|n #) [m=PIN code Length 4~8 Digit ; n= UID Length 2~8 Digit] (4 is default value)
Example:42 *)8 *)4 #] [PIN code Length 8 Digit ; UID Length 4 Digit ]

F. Anti-pass-back
Usually, anti-pass-back is commonly applied to parking areas in order to prevent from multi-entry with one card at a time, or somewhere wants to
monitor not only the access but also exit condition.
o Enable device
Access programming mode — 20 *)0 or 1 *)??? #) 0 or 1= Enable target unit(0=Main Controller Parameter Setting,1=WG Input Port Parameter Setting)
[Please refer to Compound Command Function List for details.]
[e.g.] If the AR-331-E/EFset to exit reader, WG Reader set to access reader.
Access programming mode — 20 *|0 *|128 #] — 20 *)1 %192 #] [Please refer to fCompound Command Function List for details.]

e Enable card user
Access programming mode — 26 *|SSSSS * |EEEEE *|P #| SSSSS= starting user address; EEEEE= ending user address [P=0 Enable/ P=1 Disable/ P=2 Resef]
[e.g.] User address from 00152 to 00684 enable the anti-pass-back function: 26 *)00152 *)00684 %0 #)

G. Auto Open Access (uncontrolled) Time Zone - Automatically Release = H

Door will remain open after flashing one valid card. When the reader is stand-alone, supporting only 16 sets of auto-open zone by device setting.
Auto-open zone can extend up to unlimited sets by Networking.
Please refer to paragraph Compound Command Function List below to ensure command 20 *] 0 or 1%]??? #)/ 24 %] 0 or 1 %) 22?7 #) will not

reset the functions that already had been changed.

e Enable/Disable auto open zone
Access programming mode — 20.0 or 1 %J?2?? . 0 or 1= Enable target unit(0=Main Controller Parameter Setting,1=WG Input Port Parameter Setting)

[Please refer to Compound Command Function List for details.]

[e.g.] If the AR-AR-331-E/EFset to Enable aut open zone.
Access programming mode — 20 * )0 *)004 #) [Please refer to function default value for details.]

o Enable/Disable auto open door without presenting one valid card
Access programming mode — 24 %0 or 1%]??? #) 0 or 1= Enable target unit(0=Main Controller Parameter Setting,1=WG Input Port Parameter

Setting) [Please refer to Compound Command Function List for details.]

[e.g.] If the WG Reader set to Enable aut open door without presenting card.
Access programming mode — 24 * |1 *]128 #] [Please refer to function default value for details.]

» Setting up access time
Access programming mode — 08 % MW * NN * HHMMhhmm *)7123456H #| [M=AR-331-E/EF; W=Reader(0=disable,1=enable); NN: 16 sets of
auto-open zone (NN=00~15); HHMMhhmm=Starting time to ending time; 7123456H= 7 days of week + Holiday (F= O: disable; 1: enable)]
[e.g.] AR-331-E/EF(without WG reader), to set second time zone which could be passed only at 9:30am to 4:20pm on Mon, Wed and Fri.
Access programming mode — 08 %10 * |02 *)09301620 *)01010100 #) — setting is completed

H. Lift control
Connect with AR-401-10-0016R to control floors which the user will be able to access. [BAUD9600]

» Single floor
Access programming mode — 27 *JUUUUU *|LL #)
UUUU=User Address LL=Floor number (01~64 floor)
[e.g.] User address NO. 45 only can reach the elevator to the 24th floor: 27 % 00045 * )24 #|




Please refer to below floor chart

Multi fi Set |Floor
o Multi floors
G
Access programming mode — 21 % |JUUUUU *|G *|LLLLLLLL #) (0) Ié I; Ié Ié ILI I:; |2_ |1_
[UUUUU=User address G: 8 sets of lift control (Input: 0~7) LLLLLLLL: 1116115141312/ 11110 9
8 floors setting (L=0=Disable, L=1=Enable) 2 2423122 21120 191817
[e.g.] User address NO. 168 can reach only the 6th and 20th floor: 3 132/31/30/29|28|27|26|25
Access programming mode — 21 % /00168 * |0 *)00100000 #) 4 1401393837 /36/35/34 33
—> 21%]00168 *)2 *)00001000 #|— OK (Please refer to floor chart as right.) 5 4847|4645 /44 43 |42 | 41
6 56/55|54 5352|5150 49
7 6463|6261 |/60|59 5857

I. Setting Up the Arming
In the security management of access control system, the controller or reader status is divided into Standby Mode or Disarming Mode and Arming
Mode. The conditions for triggering the alarm in these two modes is different, as shown in the following comparison:
e Alarm conditions: o Application:
1. Door is forced open 1. Door open too long: Door is open longer than door relay time plus door close time.
2. Force open (Opened without a valid user card): Access by force or illegal procedure.
3. Door position abnormal: Arming is enabled and the power is suddenly off then on.

Arming Mode

&

Sl door open too & door is forced
< openg

Disarming Mode

Triggering Alarm
Condition:

Triggering Alarm
Condition:

LA

&L abnormal door
A position

~Ete door is forced

—n' openg

A Iong

\.

e Arming Setting and Alarm Trigger Procedure :
N
Ar
Green Led Flash

Enable Arming IArmlng Delay TM @ @ Door Relay TM | ® Door Close TM| @Alarm Delay TM | @ Alarm Relay TM

N~ Standby Mode
(Arming is not enable)

N
-@-

4 ] N
Red Led Flash Quickly

1.Normal Opening NP

4 ] N
Green Led Flash Quickly

Alarm trigger

Door open :
Alarm Trigger

Enable
Arming Status

2.Abnormal Opening ,
N/

N L,
- -@-

’ ’ ] N 4 ] N
Green Led Flash Green Led Flash Quickly Red Led Flash Quickly

Enable Arming IArmmg Delay TM O @Alarm Delay TM | @ Alarm Relay TM
Standby Mode i Alarm trigger

(Arming is not enable) ~ Enable
Arming Status

Alarm Trlgger

o Enable Arming status:

Standby Mode

Card and Passcode

Card only

|Card or Passcode

Enable all devices

Enable particular device

Input 5 digit user address — Input 4

Induct valid card — Input 4 digit

arming code —~ *| *| #)

Induct valid card — Input 4 digit
arming code — *J0or 1 #)or #)

digit pass code — #] — Input 4 digits

arming code — *| % #)or *)0 or 1 #|

Induct valid card — Input 4 digit pass
code — #]— Input 4 digits arming

code— *)*|#|or *|0or1 #)

Enter Program Mode

Enable all devices: Access programming mode — *| *| #)

Enable particular device: Access programming mode — *) *|0or 1#/

o Disable Arming status:

Standby Mode

Card only

|Card or Passcode

Card and Passcode

Disable all devices

Disable particular device

|Input 5 digit user address — Input 4

Induct valid card — Input 4 digit
arming code — *) 9 #)

Induct valid card — Input 4 digit
arming code = *J0or 1 #)or #)

digit pass code — #] — Input 4 digits

Induct valid card — Input 4 digit pass
code — #]— Input 4 digits arming

arming code — *) 9 #Jor *|Oor1 #)

code — *) 9| #Jor *)0or1 #)

X Factory default armingcode is: 1234. 0 or 1=Reader unit (0=Main Controller Parameter Setting,1=WG Input Port Parameter Setting ).
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["J-Adding 7 Deleting Fingerprint

* Adding
Access programming mode — 3] 9] *|F *) UUUUU #] Place your finger on the sensor
[F=1= Adding 1 Finger data; F=2= Adding 2 Finger data; UUUUU= User address]

How to add a finger data:

Put 1st . ( After Bi sound, please remove the the finger .
- é Finger > Bi from unit. Each finger shall collect for 3 times ) ’ Long Bi (OK)

2% Adding 2nd/3rd Fingerprint — Repeat 1st finger process

% If you hear continuous "beep..." sounds when you place finger on the sensor, please release your finger from the sensor.

® Deleting ® Deleting All
Access programming mode — 3] 9] *]0 *) UUUUU #) Access programming mode — 3] 9] *]9 *) 99999 #)
UUUUU= User address

K. Enable/Disable Skip Finger/Tag <,
e Access programming mode — 4] 0] *F *)NNNNN *|EEEEE #)

NNNNN = starting user address
EEEEE= ending user address
F=1+3(Default Value)
(Please consult detail command on page 8.)

Command Setting Software Setting Access Mode Way
40 *|1 *%)NNNNN *)EEEEE #) | [] Just fingerprint FP first and then Tag |First Then EW
40 *)3 % NNNNN *|EEEEE #] | [] Just card control ;

40 *)0 *)NNNNN * |EEEEE #) | M Just fingerprint FP only or Tag only W
40 *)2 %) NNNNN | EEEEE #) | M Just card control or

L. Adding / Deleting Fingerprint [ I -

1. For dual-fingerprint sensor module version, capactive sensor module is the only enabled way for enrolling FP.

2. For dual-fingerprint sensor module version, user just can select one of fingerprint sensor for identification and can't put two fingerprints to different sensor at the same time.
3. Extra WG keypad panel is needed for adding card or downloading data connected to PC.

4. Each finger need to be collected 1 times enrolling for AR-331-E/EF.

M. The process of FP identification
1. While attached a finger on biometric sensor, there is a beep sound for starting the scanner. Then, please don't move your finger until the AR-331-EF makes
another beep sound.

2. If there is a 8-beep sound after user gets access by FP, the FP data shall be reset by command 39*9*99999# under the programming mode.
Cautions: Before reset the FP, please backup the data from source FP first.

Restoring Factory Settings

Reset all device parameters and user card data

* Reset User Data :
Access programming mode — 29 %29 *| #|

o Reset User Data &Controller Parameter :
Access programming mode — 29 *)20 %) #)

» Reset User Data &Controller Parameter (incl. Master Code)
& Reset Parameter Setting- SOR :

Access programming mode — 29 %21 %) #|

o Reset IP Setting:
Access programming mode —Press “IP Resent Button” of main board for few seconds. (Reference to picture)

>< After operation as above, you will hear the long reminder sound,and wait until the ]
§sound disappear then reset the power of the controller,the device will restore factory setting.




Firmware Upgrade

Get the upgrade software from SOYAL or our distributor and run “UdpUpdater” software
g! s 8 dat {
o Execute the software & UDP Updater NET adeer [ETSRE T y 9 Q‘
The software is Login the SOYAL web to downloads o } Gl T | i
e mage | e e oino
TG e | [0 [13 5 [o1 o2 65| WAGRIG]  subioRange [+ [50] sen e
© Ethemet P |10Z168.1127 | port |160% |noge TS «
) T Seaitiode o [ je———— . o B ARMETISE
» Update the firmware e T ’ )
[Please login the SOYAL web to download the new ISP Firmware.] Ot @50 O O Ose O | = [ 3
Select Device B
1. Input the Target Address and Port ST S
2. [Load F/W] open the documents that have the new ISP Firmware e |
3. Click the new ISP Firmware and [Open] it R smwwan
4. Click [Update Device] to start the firmware update Scomzion)
5. Till the screen shown [Firmware Update is Complete] F L > somamo]
P T AT R >sowsncn
= xs13Cm & > N
) [APs725E2_V0404 22091 ST = [Firmware st st at3 i <
[

EnrollTool Setting

i EnroliTool ®
I Now is 2017 1. Select correct "COM Port".
Fri May 12 09:53:34.26 )
_ _ 2. Select "Node ID" of the device. Input "User Address".
|c gt 3. Select the numberof enrolled fingers in assigned path ( 1FP or 2FP per User).
Enroll Fingers 3 " - _ "

g | ? o1 4. Select t:le device ty‘;‘).e AR.331 E'F . . .

TR 5. Select “Save Path” in which will save fingerprint data.
OACCHIS-VIACTIZY ®ACCEI0BIO | 6. Click “Enroll”, follow pop-up picture and Status bar to enroll FP as below:
o— Connect to Controller—) Place 1st finger 1st time to Finger sensor—)

remove finger—) Place 1st finger 2nd time—) remove finge—) Place

Security Level 2nd finger 1st time—) remove finger—) Place 2nd finger 1st time—)

= Normal () Secure " More Securs S e Save FP data to File—) Registration Completed.
pol O -

icomi com2/ (JCOM3  COM4 @®COM5 I COME Enroll I Transfer fingerprint format V9 -> V5

Ccom? CICOM8 (JCOM8 () COMI0 ) COMI1 ()COMI2 7. Click "SIF—FP5 " ;select old AR-331EF FP file format. SIF , the

(JCOMI3 ()COMI4 (JCOMI5 ) None Exit ‘ system will automatically generate new single FP file format. FP5

into 701Server folder.FP5 into 701Server folder.

Deleting fingerprint database on the device
8. Click"Delete All", all Fingerprint data from device will be deleted

completely.
Place thefFi 1)fplease !
Place thd Finger(I-T) please | Place m{inger(z-n'aleasel ’ Ece wease
P Fil \Soyal Device Tool
Path |C\ngram Files (xB6}\Soyal Device Tools\ Path |C\ngvam Files (x36)\Soyal Device Tools\ Path |C\ rogram Files (x86)\Soyal Device Tools\
Place miFmgs,(rz)Ipmass ] Place miFmger(ZQ)Ip}ease ! I Place miFmger(}Z)’:\ease L
’C\ngram Files (x86)\Soyal Device Tools| Path |C\Progvam Files (x86)\Soyal Device Tools} Path |C.\Pvugram Files (x86)\Soyal Device Tools\
Place mEEingerﬂﬁ)}ﬂeasel- Place m.' Fmger(Q—}!p\easel I P\aceﬁiﬁnger(}i})lp\esssl
|C'\ngvam Files (xB6)\Soyal Device Tools\ Path |C\F’rugram Files (x36)\Soyal Device Tools\ Path |C.\Prugram Files (xB6)\Soyal Device Tools\

| User uploading:0{0™457)

A

Path IC'\Program Files (x86)\Soyal Device Tools\
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IP Setting

aovaTERN

o Open your Web Browser and input factory default IP
address: http://192.168.1.127

If the IP address of AR-331-E/EF has

changed We must enter the new IP
address.

» Page menu

Current State Monitor the on-line computer

MNetwork Setting [€———————— 1P Setting

User Password Change the Log-in information

o Current State

Ethernet Module
Current |P address of the AR-331-E/EF

e Log-in User Password

d new versio

Online Status is able to monitor and show which computer is linking o

ord can be mc
ew version. If

vord : 721568 or self-definition

When you choose the "Networking Setting" or "User Password" at first.
Log-in window will pop out and please input
% At the Factory Default

User name: SuperAdm

Password: 721568

H - o x
/' & Controller » \R
¢ o e[[®sssir| *
™ AR331/725Ev2
ACCESS CONFROLLER F/W:40
Event Logs
Current State Start From b Total Records 0
Network Setting [Index|[YY'MM/DD|[Time _|[Address|[Display (Alias) |[Access Detail |[Card UID |[Door [l
Current IP Addresses
Device Name Type ”IP address Subnet mask Gateway DHCP
CONTROLLER |[Ethernet ({192 168 1.127 [l |[255 255 2550 | [192.168.1.254 |
s - x
Authentication Required

httpi//192.168.1.127 requires a username and password,

Your connection to this site is not private.

ser Passw
the password,

User Name:

SuparAdm

Password: | 721568

Default Password : admin/ password not required or self-definition

* Networking Setting

You will find initial IP Address 192.168.1.127 and check
MAC Address is the same as sticker on Ethernet Module
device. Please revise IP address you want, and then click
“Update” button. After updating the IP, please re-connect
the Web Browser by new IP address.

o User Password
Change the log-in password to lock the IP setting of
Ethernet Module.
The password composes of 10 characters at most, it can be
either A~Z or 0~9.

H - o x
& Controller x\
¢ o c[pisaesiir *
F-Ye) YADE AR331/725Ev2
ATCESS CONTR FAW:4.0
Network Setting -
Current State
After you have changed the IP address, the device will restart (hardware reset).
Network Setting Please update the IP address in the browser after any changed
EventLogs Item Setting
Device Name (Can be any unique identifier)
o Ll LAN IP Address. 192.168.1.127
Controller Parameterd ~ LAN Net Mask 1255.256.255.0
" Default Gateway 1
User Add / Change
Primary DNS Server 168.95.1.1
Time Zone Secondary DNS Server 168.95.192.1
Login Password MAC Address 00-13.57-01-AD-CA
DHCP Client 5]
Clock TCP Listen Port (1621 |(1024~65530)
HTTP Server Port 80 (80~65530)
Socket Timeout 120 (0~-600)sec. (TCP Client Keep Alive:0)
Node D (Device ID) 1
Message Server IP 1st 0.0.0.0
Message Port 1st 0 (1024~65530, O:disable, 8031:Text Mode)
Message Server IP 2nd 9.00.0
Message Port 2nd o (1024~65530, O:disable or 8031:Text Mode)
B
H - o x
/ & Controller x \!
& C | ® Notsecure | 192168127 #
AR331/725Ex2
ACCESS CONTROLLER FAW: 4.0
Gunient Safe New Password
Network Setting PasswordAgain [ |
Updat
Event Logs
User List




0 anda » eyboard
Function Command Exposition
Entering programming mode *| PPPPPP #| PPPPPP: Master Code, (Default value: 123456)
Exiting programming mode *| #)
Exiting programming mode and enabling all device Including AR-331-EF, WG Reader
into arming status. LRIk
Enabling each device into arming status. *) % U # U=Enable target unit (0=AR-331-EF , 1=WG Reader)
NNN=Node ID,(001~254)
Node ID setting 00 % NNN * | MMM % | AAA #) MMM=AR-331-EF Door Number,(001~255)

AAA=WG Reader Door Number,(001~255)

IP Address assign (Must power reset)

01 *|0 *)CcCcccccccceece #)

default value = 192.168.1.127
CCCcCcccecececcee = 192168001127

If set to 000.000.000.000 will enable DHCP otherwise
will disable DHCP

01 %) 1 %) 255255255000 #)

Netmask

01 %] 2 %)192168001254 #|

Gateway assign

U=Enable target unit (0=AR-331-EF , 1=WG Reader)
TTT=Door relay time

Door relay time setting 02*%U* TTT # 000 (Output constantly)
001~600=1-600 Sec. ; 601~609=0.1~0.9Sec.
Alarm relay time setting 03 % TTT#) TTT=Alarm relay time ; 000 (Output constantly)
001~600=1~600 Sec.
Arming delay time setting 05 % TTT #) Base on second, range: 001~255
Alarm delay time setting 06 % TTT #) Base on second, range: 001~255

Master card setting

07 *) SSSSS *| EEEEE #)

SSSSS-EEEEE=00000~15999
SSSSS= starting user address; EEEEE= ending user address

Auto-open zone setting

08 *) MW *) NN *) HHMMhhmm *)
7123456H #

M=AR-331-EF; W=WG Reader (0=disable; 1=enable)
NN=16 sets of auto-open zone (Range: 00~15)
HHMMhhmms=staring time to ending time

(e.g.: 08301200=08:30 to 12:00)

7123456: 7 days of week -Sun/Mon/Tue/Wed/Thu/Fri/Sat
(Input value: O=disable; 1=enable)

H: Holiday (Input value: O=disable; 1=enable)

Master code settings

09 *| PPPPPPRRRRRR #)

PPPPPP= New master code
RRRRRR= Repeat the new master code

Suspend : 10 *| SSSSS * | EEEEE #)

Suspend or delete tags

Delete : 10 *|SSSSS 9 EEEEE #)

%] :Suspend 9] :Delete
SSSSS= starting user address; EEEEE= ending user address

Recover tag or change access mode from "Card
and PIN" into "Card only"

11 %) SSSSS*) EEEEE#)

SSSSS= starting user address; EEEEE= ending user address

Modify the user's access PIN according to the
user's address, and change the control mode to
"Card or PIN"

12 %) UUUUU * ) PPPP~PPPPPPPP # |

UUUUU= user address;
PPPP~PPPPPPPP=4digit (default)~8-digit individual PWD
(Access mode: Card or PIN)

Base on 1ms, range:1~255, default value=10,

Arming output setting 14 % | TTT #) Input 0= Timel
nput 0= Timeless
PPPP=4-digit PWD (0001-9999) Default value : 4321
Duress code setting 15 * | PPPP #) %The Duress Code 0000 means that disable Duress Function
and the default value is set as 0000 already.
Arming PWD setting 17 *| PPPP #] PPPP=4-digit PWD (0001-9999) Default value : 1234
Enabling or Disabling into arming status Card+NNNN #| NNNN : Arming PWD
Enabling or Disabling each device into arming status. | Card+NNNN *| U #) U=E .bI ¢ g t unit (0=AR-331-E/EF. 1=WG Read
Enabling all device into arming status. Card:NNNN *) %) #) —Enable target unit (0=AR-331-E/EF, 1=WG Reader)

Disabling all device into arming status.

Card+NNNN *| 9 #|

U=Enable target unit (0=AR-331-EF , 1=WG Reader)

Door open waiting time 18 % |U % | TTT
pen waiting —J —J EJ TTT=Door open waiting time:001~600;default value: 15 sec.
i UUUUU=user address
Aol @ o3 [PIESETITg 19 %) UUUUU ¥ QQQQQ #) QQQQQ=Card gquantity(00001=Continuously inducting)
0 or 1=Enable target unit (0=AR-331-E/EF, 1=WG Reader
Reader additional setting 20 %) 0or1 %222 #) 9 ( )

???=Function default value

Lift control setting: multi-doors

21 %) UUUUU*) G *) LLLLLLLL#)

UUUUU=user address; G=4 sets of lift control(0~3);
LLLLLLLL=8 assigned floor (F=0: Disable, 1: Enable)

Add/Delete tag by presenting (M6 only)

22 %N #)

N=0(Delete tag); N=1(Add tag)

AR-401R0O16/ AR-401RO16B relay time setting

23 %) MMM *| TTT #)

MMM=Node ID of lift controller
TTT= relay time: 000~600=1~600 sec.

Factory setting

24 %|00r1%)222 #)

0 or 1=Enable target unit (0=AR-331-E/EF, 1=WG Reader)
???: Function default value
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ACCESS CONTROL SYSTEM

Command List (By WG Keyboard)
Function

Command

Exposition

Real time clock setting

25 %) YYMMDDHHMMSS # |

YYMMDDHHMMSS = Year/Month/Day/Hour/Min./Sec.

Anti-pass-back (Enable user)

26 *|SSSSS *EEEEE *)P #)

SSSSS= starting user address; EEEEE= ending user address
P=0=Enable; P=1=Disable; P=2=Initial

Lift control setting: single door

27 *JUUUUU *)LL #)

UUUUU=user address; LL: Floor number(01~64 floor)

Duress Function and Arming output setting

28 %)??7? #)

Arming output and Duress function: ???= 008 (default value)

Delete all tag/Delete all tag + parameters setting

29 *)29 *| #) | 29 *|299 #)

Same tag reading interval time

31 *|TTTT #)

Base on 10ms, range from 10 to 6000

Auto ring the clock alarm schedule

32 *)SS * HHMMTT *)7123456H #)

SS= 16 sets auto alarm schedule, range 0~15

HHMM= HH:MM (ex. 0830: Ring bell at 08:30)
TT=Period of time to ring bell

(Base on second, range 01~99 sec.)

7123456: 7 days of week -Sun/Mon/Tue/Wed/Thu/Fri/Sat
(Input value: O=disable; 1=enable)

H: Holiday (Input value: O=disable; 1=enable)

Holiday Setting

35 %/ MMDD *|F #)

MM= Month of year (01=Jan...10=0ct.)
DD= Date of month (01=1st day of month)
F= 0:Delete ; 1: Add

Enabling or Disabling into Full Access status 36 */ MW #) M=AR-331-EF ; W=WG Reader (0=disable; 1=enable)
A=0:AR401RO B=0: 9600(default value)
RS485 port function setting 1:Host (default value) 1: 19200
37 */AB #
(Needs to be restarted after setting) Has# 2:LED Panel 2: 38400
3:Printer 3: 57600
. . . . F= 1: Adding one finger data /2: Adding two finger data
Al Del B *|F %
dding / Deleting Fingerprint H@F@uuuivg 3:Adding three finger data / 0: Delete
Deleting All Fingerprint 39 *|9 *) 99999‘ UUUUU=user address
First 40*1*NNNNN*EEEEE# } setting a pair of command
Then 40*3*NNNNN*EEEEE#
Access mode: FP first and then Tag (Default Value)
En/Disable Skip Finger/Tag 40 %|F % NNNNN % |EEEEE First 40*0*NNNNN*EEEEE# i ir of d
By % # Then 40*2"NNNNN"EEEEE# |~ 5019 @ pair of comman
Access mode: FP only or Tag only
NNNNN-= starting user address;EEEEE= ending user address
Change WG bits output format 4 *|n #) n:0=WG26 ; n: 1=WG34
PIN & UID Length setting 42 */m %) n # m=PIN code Length 4~8 Digit

n= UID Length 4~8 Digitn= UID Length 2~8 Digit

Weighted Value Manual :

Step 1:

Step 3:

Select the "Function" that you need for each
Compound Command category (20 *J, 24 *, etc)

Substract the "Value" of each Option with Selection.
Function = [0(deactive)*Value] ; [1(activate)*Value]

Step 2:

Step 4:

Compound Command Function List

"Selection" of the function that you need is either
have 0 or 1 value.

Add up all of the Function per Compound Command
(20 %, 24 *,etc)

20 *|0 *)??? #) (Main Controller Parameter Setting)

20 *|1 *|??? #) (WG Input Port Parameter Setting) XDefault Value
Function Option Value Bit |Application

Entry and Exit Access is recorded on Duty Report X0: Yes 1: No 001 0 Networking

Activate close door automatically lock (Auto-Relock) %0: Disable| 1: Enable 002 1 Networking/Stand-Alone
Auto Open 2%0: Disable| 1: Enable 004 2 Networking/Stand-Alone
When Access Mode is "Card and PIN", Readers can skip pressing PIN code %0: Disable| 1: Enable 008 3 |Networking/Stand-Alone
Exit by Push Button 0: Disable|>:1: Enable 016 4 Networking/Stand-Alone
Enable force Open trigger alarm %0: Disable| 1: Enable 032 5 |Networking

Entry/Exit Reader %0: Exit 1: Entry 064 6 Networking
Anti-pass-back %0: Disable| 1: Enable 128 7 |Networking




24 *)0 *)??? #) (Main Controller Parameter Setting)

24 %1 *|??? #) (WG Input Port Parameter Setting) Default Value
Function Option Value | Bjt |Application

Enable Egress Beep Sounds 0: Disable %1: Enable | 001 | 0 |Networking/Stand-Alone
---- - ---- 002 | 1 |----

---- - - 004 | 2 |----

Arm/Disarm Zone(Zone: 62) %0: Enable 1: Disable | 008 | 3 |Networking/Stand-Alone
Reader and controller share the same door relay 0: Disable %1: Enable | 016 | 4 |Networking/Stand-Alone
(only for WG reader)

OEnable swipe any tags to release door open %%0: Disable 1: Enable | 032 | 5 |Networking/Stand-Alone
Stop alarm by pressing push button or closing the door |>:0: Disable (must swipe valid card) 1: Enable | 064 Networking/Stand-Alone
Enter auto open time zone without presenting valid card |>¢0: Disable (must present valid card first) | 1: Enable | 128 Networking/Stand-Alone

©OAdd value 032 means to activate, deduct value of 032 means to disactivate the function of swipe any tags to release door open

28 *| 2?27 #) -efault Value

Function Option Value| Bijt |Application

Expiry User Access Trigger Alarm »%0: Disable 1: Enable 001 0 |Networking/Stand-Alone

Reset Anti-Passback on Timezone 61 |>%¢0: Disable 1: Enable 002 1 |Networking/Stand-Alone

--- ---- ---- 004 2 |----

Duress and Arming Output function 0: Wiegand Output 1: Arming and Duress Output | 008 3 [Networking/Stand-Alone
Lift Control: 0 000
Host: 1 016

RS-485 LED Board: 1 032 | 4-5 |Networking/Stand-Alone
Printer: 1 048

---- - - 032 6 |----

- - - 064 7 |-

3axree® 0 0 T Default Value
Function Option Value | Bit Application

Turn off buzzer function %0 : Disable 1:Enable 001 0 Networking/Stand-Alone
Any error trigger alarm (ex: swipe invalid card) %0 : Disable 1:Enable 002 1 Networking/Stand-Alone
Reserved %0 : Disable 1:Enable 004 2 Networking/Stand-Alone
Turn off 13.56MHz reading function %0 : Disable 1:Enable 008 3 Networking/Stand-Alone
Turn off 125kHz reading function %0 : Disable 1:Enable 016 4 Networking/Stand-Alone
44 % 2?? # %Default Value
Function Option Value | Bit Application
Access valid door relay remain locked %0 : Disable 1:Enable 001 0 Networking/Stand-Alone
Master/Slave interlocking (Master open, Slave 50 : Disable 1:Enable 002 | 1 | Networking/Stand-Alone
could not open door)

Reserved %0 : Disable 1:Enable 004 2 Networking/Stand-Alone
Stop card access (access only by PIN or PC %0 : Disable 1:Enable 008 3 Networking/Stand-Alone
remote open door)

Reserved %0 : Disable 1:Enable 016 4 Networking/Stand-Alone

% More Details : Introduction of New Function Commands for Enterprise E Controller and Home H Controller
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